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ONEeKTPOHHbIE [IEHBIY - 3TO O4eHb YAOGHBIN CNOCOG NNaTexeit, OAHAKO CyLECTBYIOT MOLLEHHIKN, KOTOPbIE XOTST
NOMY4UT 3TU AEHBTN.

ONeKTPOHHbIE AEHbIY NOSBUNUCH COBCEM HEaBHO 1 MMEHHO M3-3a 3TOr0 BO MHOTMX rOCyAapCTBax A0 CUX Nop He
MPONMCaHO MPO HUX B 3aKOHaX.

B Poccum e OHM (hyHKLMOHUPYIOT 1 O HUX YXKe MPOMMCaHO B 3aKOHE, IAe NX PasaensioT Ha HECKOMNbKO BIIOB -
@HOHWMHBIE 1 HE aHOHMMHbIE. PasHiLia B TOM, YTO aHOHMMHbIE - 3TO T, B KOTOPbLIX pa3pellaeTcs NpoBOAWTL onepaumm
6e3 naeHTudrKaLumm Nonb3oBaTens, a B HEaHOHUMHbIX MAEHTU(MMKAUMS NONb30BaTenNs ABNAETCs 00A3aTeNLHON.

Taloke CrieflyeT pa3nuyaTh dNeKTPOHHbIE (hUaTHbIE IEHBIM (PaBHbI FOCY/AAPCTBEHHBIM BanoTam) U AMEKTPOHHbIE
HeduaTHbIe AEHBIM (HE PaBHbI FOCY/AAPCTBEHHLIM BanoTam).

OcHOBHbIE COBETHI MO BesonacHon paboTe ¢ 3NEKTPOHHLIMM AEHbramm:

1. MpuBsXn K c4eTy MOBWUNbHBIA TenedoH. JTO camblil yA0BHbIN M BbICTPLIA CNOCO6 BOCCTAHOBUTL AOCTYM K
cyeTy. [lNpuBsasaHHbIN TenedoH NOMOXeT, ecrm 3abydelwb CBOW NNaTeXHbd Maponb WM 3aiifels Ha canT C
HE3HaKoMOro yCTPOICTBa;

2. Vcnonb3yii opHopasosble maponn. llocne nepexoja Ha ycuneHHylo asTopusaumio Tebe yxe He Oypet
YTPOXaTk ONACHOCTE KPAXKM UMW NepexBaTa NNaTexHoro napornsi;

3. Beibepu cnoxHbin naponk. MpectynHukam 6yaeT He MPoCTo yraaaThb CroXHbIN Naponb. HaaexHsie naponu -
3TO Maponu, KOTopble COAEPKaT He MeHee 8 3HAKOB M BKMIOYAIOT B CeOsi CTPOYHbIE W MPOMMUCHbIE ByKBEI, LNPLI 1
HECKOMbKO CUMBOIIOB, Takne Kak 3HaK A0Nmnapa, (hyHTa, BOCKNMLaTenbHI 3Hak 1 T.n. Hanpumep, $tRONgl;

4. He BBOAM CBOV NNYHbIE AAHHBIE HA CaTaX, KOTOPLIM HE 0BEPsiELLb.
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2neKTpoHHaA nouTa

DneKTPOHHAs NOYTa - 3TO TEXHOMNOMMS U NPEAOCTABNSAEMbIE €0 YCMYTY MO NEPECHINKE Y NOMYHYEHUIO AMEKTPOHHBIX
COODLLEHNIA, KOTOPbIE PacnpenensioTCs B KOMMbIOTEPHOW ceTh. OBbIYHO 3MEKTPOHHBLIA MOYTOBbLIN ALWMK BbIFMSAAUT
creayloWMM  06pa3oM: UMsi_Monb3oBaTens@ums_AoMeHa. Takke KpoMme mnepeaady npocToro TekcTa, WUMeeTcst
BO3MOXHOCTb NepeaasaTth hainbl.

OcHOBHble coBeTbl N0 6e3onacHom paboTe ¢ 3NeKTPOHHON NOYTON:

1. Hapo BbiGpaTh NpaBumbHbIN NOYTOBbI CEPBUC. B MHTEPHETE eCTb OrpOMHbIN BbIGOP BecnnaTHbIX NOYTOBbIX
CepBICOB, O/JHAKO NyYlLEe J0BEPSITh TEM, KOTO 3HaELLb U KTO NEPBbIN B PEATUHTE;

2. He ykasblBaii B TNYHO NOYTE NUYHYIO MHGOpMaLmio. Hanpumep, nyuiue BoiGpaTh "My3bikanbHbii_daHat@"
wnm "pok2013" BmecTo "Tema13";

3. Wcnonb3yit [ByxaTanHyio aBTopusaumio. 3TO KOrAa MOMUMO Maponsi HYXHO BBOAWTL KOA, MPUCHINAEMbIN MO
SMS;

4. Bbibepu CnoxHblii naponb. [AnA Kaxaoro MOYTOBOTO SLUMKA [JOIDKEH ObiTb CBOW HAAEXHbIA, YCTOMYMBLIA K
B3IOMY Naponk;

5. ECnu eCTb BO3MOXHOCTb HanucaTb CaMOMy CBOW NIMYHbINA BOMPOC, MCNOSb3YM 3Ty BO3MOXHOCTb;

6. Mcnonb3yin HECKOMbKO MOYTOBbLIX ALWWMKOB. epBbiii ANs 4acTHOW NEpenucku C agpecaTtamu, KOTOPbIM Tbi
[foBepsiellb. ITO SMEKTPOHHLIN aAPeC He HaZIo UCTONL30BaTL NPU PETUCTPALIMK Ha (hopyMaXx 1 caiTax;

7. He otkpbiBait chaiinel 1 Apyrue BMOXEHUS B NUCbMaX, aXe €CI OHM NPULLIWM OT TBOMX Apy3en. Jlyyiue yTouHn
Y HUX, OTNPaBNsANu Nk oHK Tebe 3T daiinsl;

8. Mocre OKOHYaHWs PaBoThl Ha MOYTOBOM CEPBHUCE Nepe/ 3akpbITUEM BKNAAKM C CainToM He 3aby/lb HaxaTtb Ha
"BbiAtun". I




image9.png
KuBep6ynnuHT unu BUPTYankHoe WIneBaTeNnLCcTao

KnbepbynnuHr - npecnegosaHne COOGLIEHMAMN, COAEpXalMi OCKOpPOneHus, arpeccuio, 3anyrmeaHue;
XYNUraHCTBO; CoLManbHOe GOMKOTUPOBAHIE C NOMOLLBIO PA3NIUYHBIX MHTEPHET-CEPBUCOB.

OcHosHble coBeTsl No Gopbbe ¢ knbepbynnuHrom:

1. He Gpocaiics B 6oi. Jlyqwmit cnocob: nocoseToBaTbCA kak cebs BECTU W, €CNM HET TOro, K KOMy MOXHO
0BpaTUTECA, TO BHaYane ycroKonTeCsi. ECAM Tel HauHelLb 0TBEYaTb OCKOPGEHNIMI HA OCKOPBEHNS, TO TOMBKO elle
BornbLue pasookeLlb KOHMMMKT;

2. Ynpaensii cBoei mﬁeppeny'rfumeﬁ;

3. AHOHMUMHOCTb B CeTV MHMMast. CyLIeCTBYIOT CrOCOObI BLIICHUT, KTO CTOUT 3@ aHOHUMHbIM aKkayHTOM;

4. He cToMT BECTW XynuraHckuii obpas BMpTYanbHOM XU3HU. VIHTEpHET cuKcMpyeT BCe TBOM [EACTBUS U
COXpaHsieT UX. YAanuTk ux GyaeT KpaiHe 3aTpyAHUTENBHO;

5. Cobniopaii CBOI BUPTYarbHY0 YECTb CMONOAY;

6. VrHopupy#t eanHnYHbIi Heratus. OgHOpasoBble 0CKOpPOUTENbHbIE COOBLLEHNS NyYlue rHopupoBaTh. OBbIMHO
arpeccust NPekpaLLaeTcs Ha HavarnbHoI CTaaun;

7. BaH arpeccopa. B nporpamMmax 0GMeHa MIHOBEHHbIMI COOBLUEHNSIMU, B COLIMATBHBIX CETSIX €CTh BO3MOXHOCTE
6OKMPOBKI OTNPABKN COOGLUEHMII C ONPEAENEeHHbIX aiPECOB;

8. Ecrm TbI cBuaeTens knbepBbynnuHra. Teou AENCTBMA: BICTYNUTL NPOTUB NPECNeaoBaTens, nokasarb emy, 4To
€ro [1e/CTBUS OLEHNBAIOTCA HEraTMBHO, MOAZJEPXaTb XEPTBY, KOTOPOW HyXHa MCUXOMorMyeckasi MoMOLLb, COOBLMUTE
B3POCTLIM O (PaKTe arpeccuBHONO MOBEAEHNS B CETH.




image10.png
Mo6untHbii Tenedon

CoBpemeHHbIe CMapTGOHBI 1 NNaHLLETEI COAepXaT B ceGe BNOMHe B3poCrbiit (PyHKUMOHAN, U TENepkb OHN MOTyT
KOHKYPUPOBATh CO CTALMOHAPHBIMYU KOMMbloTepamu. OfIHaKO, CPEACTB 3aLlThl ANs NOAOGHBIX YCTPOICTB MOKa O4eHb
Marno. TecTMpOBaHMe 1 NOUCK YSI3BUMOCTEN B HUX MPOMCXOMNT He Tak MHTEHCUBHO, Kak Ans MK, To e camoe KacaeTcst
1 MOBUMbHBIX MPUNOXEHWIA.

CoBpemeHHble MOGUNbHbIE Gpaysepbl y)e NPaKTUYeCkV AOTHANM HACTOMbHbIE aHarnoru, OOHAako PaciuMpeHure
hyHKUMOHanNa BneyeT 3a co60it GONbLUYI0 CMIOKHOCTL N MEHbLLYIO 3aLLMLLEHHOCTb.

[laneko He BCE MPOM3BOAWTENN BbINYCKAOT OGHOBNEHWS, 3aKPbIBAIOWNE KPUTMHECKME YS3BUMOCTU ANsi CBOMX
YCTPOICTB.

OcHoBHblE COBETbI Anst 6e3onacHoCT MObMbHOro TenedoHa:

Huuero He ABnsieTcs no-HacToswemy GeI:nnaTHuM. Bynpk ocTopoxeH, Beapb koraa Tebe npeanaratot 6ecnnarHblii
KOHTEHT, B HEM MOTYT GbiTb CKPbITHI KaKe-TO NAaTHbIE YCyru;

[Aywmaii, npexae yem otnpasute SMS, oTo Mnm Buaeo. Tbl TOYHO 3HaeLLb, rae oHK ByayT B KOHEYHOM UTore?

Heobxoanmo 06HOBNATE ONEPaLIMOHHY0 CUCTEMY TBOETO CMapT(doHa;
Vcnonb3ayit aHTUBMPYCHbIE MPOrpaMMmbl Anst MOBMIbHBIX TENEeqOoHOB;

He 3arpyxait NpurnoxeH1s OT HEN3BECTHOIO UCTOYHMKA, BEAlb OHM MOTYT COAEPXaTb BPEAOHOCHOE NPorpaMmHoe
obecneyexue;

Mocne TOro Kak Thl BbIiAELb C CaiiTa, rae BBOAUN NUYHY0 MHCOPMaLVIO, 3aiay B HACTPOiiki Bpay3epa v yaann
cookies;
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TMepuoanyeckm NPoBEPsii, Kakue NNaTHbIE YCyri aKTMBAPOBAHLI Ha TBOEM HOMEDE;

[Nasaii cBO HOMEP MOBMILHOTO TenedoHa TOMLKO MIASM, KOTOPbIX Thl 3HaeLUb 1 KOMY AOBEPSeLLb;

Bluetooth nomxeH BbITb BbIKMIOYEH, KOra Thl UM He nonb3yelubes. He 3abbisaii MHOrAa NpoBepsATh 3TO.
Online urps!

COBpEMEHHBIE OHMAaNH-UrPbl - 3TO KPACOYHbIE, 3aXBaTbiBAOIUME Pa3BeveHnsi, OGbEAMHSIOWMNE COTHI ThICAY
4enosek Mo BCeMy Mupy. Mrpoku uccrieayloT AaHHbii MM Mup, oBLIalTca ApYyr C APYroM, BbIMOMHSAIOT 3aJaHus,
CPaXalOTCs C MOHCTPAMM U MONY4AIoT OMbIT. 3a YI0BOMLCTBUE OH NNATSAT: NOKYNAloT AUCK, ONMauMBaloT aGOHEMEHT
VNN NPMOGPETaIOT KaK1e-TO ONL.

Bce 311 CpeacTBa MAYT Ha NofAepXKaHne 1 pa3BuTUE UTPbI, @ TakKe Ha CaMy 6e30NacHOCTb: COBEPLLEHCTBYIOTCS
CUCTEMbI aBTOPU3ALIUM, BbINYCKAIOTCS HOBbIE NaT4y (LNEPOBbLIE 3aNNaTKM AMs NPOrPaMM), 3aKPLIBAIOTCS YS3BUMOCTY
cepeepoB.

B nogobHbIx Urpax CTOMT OnacaTbCs He CTOMBKO CBOWX COMEPHMKOB, CKOMbKO Kpaxi TBOETO Napons, Ha KOTOpom
OCHOBaHa cucTemMa aBTopu3aLmumn 6onbLUMHCTBA Urp.
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OCHOBHbIE COBETBI M0 GE30MACHOCTY TBOETO UrPOBOTO aKKaYHTa:
1. Ecnu apyroii urpok BeaeT ce6s nnoxo unm cosaaet Tebe HenpusTHOCTY, 3a6MOKMpYit €ro B CMICKE UIPOKOB;

2. Moxanyics afiMMHUCTPaTOpam WUrpbl Ha NNoXoe NOBEAEHNE 3TOTO UFPOKA, JKeNaTensHO NPUOKNTL Kakue-To
[ioka3aTensCTBa B BULE CKPUHOB;

3. He ykasbiBaii nn4Hyto HGopMaLymio B npodaiine urpbl;

4. YBaxai [pyrix y4acTHUKOB MO Urpe;

5. He ycTaHaenuBaii HeouumanbHble natin n Mofbl;

6. Vicnonb3yii CNoXHbIE 1 pasHble Naponu;

7. [laxe BO BPEMSi UTPbl HE CTOUT OTKIIOYATL aHTUBMPYC. Moka Tbl UrPaelllb, TBOI KOMMBIOTEP MOTYT 3apasiTb.
OULINHI UAK KPaXa NUYHBIX AaHHBIX

OBbI4HOI KpaXKet AeHEr 1 JOKYMEHTOB CErOAHA YXKe HUKOrO He YANBULLb, HO C Pa3BUTUEM UHTEPHET-TEXHOMOriA
310y MBbILLINEHHUKM NEPEMECTUNNCH B MHTEPHET, 1 NPOAOIKAIOT 3aHMMATLCA "MoBUMbLIM" Aenom.

Tak nosBunack HOBasi yrpo3a: WHTEPHET-MOLIEHHUYECTBA UMM (DULLMHI, TNaBHasi Lenb KOTOPOro COCTOWT B
MOMyYeHNN KOH(MAEHUMANbHBIX AaHHbIX MOMb30BaTenei - NorMHOB M naponeit. Ha adrmuiickom sisbike phishing
umTaetcs kak puimHr (0T fishing - peibHas nosns, password - napons).
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OcHoBHble coBeTbl N0 6opbbe ¢ hULLIMHIOM:

1. Crenii 3a cBOMM akkayHTOM. ECrm Tbl mofo3peBaellb, YTO TBOSI aHKeTa Gbina B3nomaHa, TO Heobxoaumo
3a6roKMpOBaTh €€ 1 COOBILMTL aIMMHUCTPaTOpam pecypca 06 3TOM Kak MOXHO CKOpeE;

2. Ucnonb3yit 6e3onacHble Be6-caiTbl, B TOM YUCTE, MHTEPHET-MAarasvHOB 1 MOMCKOBbIX CUCTEM;

3. Vcnonbayii CNoxHble 1 pasHble naponn. Takum 06pasom, ecniv Tebs B3NOMaIOT, TO 3M0YMbILLNEHHWKMA NOny4aT
[I0CTYN TOMBKO K OAHOMY TBOEMY NPOCHUIIIO B CETH, @ He KO BCeMm;

4. Ecnv Tebs B3nomanu, To HeobxoaMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble AobaBneHb! y Tebs B
[py3bsiX, O TOM, 4TO TeGsi B3fOManM M1, BO3MOXHO, OT TBOErO UMeHW Gy[eT pacchinaTteCsi CMam W CChiMki Ha
(DULLIMHTOBbIE CaiiThbl;
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5. YcraHoBu HapexHbii naponb (PIN) Ha MOGUNbHbIV TenedoH;
6. OTkntoum coxpaHeHue napons B 6paysepe;

7. He oTkpbiBait chaiinel 1 Apyrue BMOXEHUS B NUCbMaX, IaXe €CI OHM NPULLIYM OT TBOUX Apy3en. Jlyyiue yTouHn
Y HUX, OTNPaBNSANU N oHK Tebe 3T daiinsl.

Uucpposas penyrauus

Liucdposas penyTaunsi - 3TO HeraTMBHasi MNM MO3UTUBHAs MHGOpMauus B ceTn o TeGe. Komnpometupyiolias
MH(OPMALNS, Pa3MELLieHHast B UHTEPHETE, MOXET Cepbe3HbIM 00pa3oM OTPasnTLCs Ha TBOEH PeanbHON XU3HW.
"Lincdbposas penytauma” - 310 TBON UMUK, KOTOPBIN (hopmmupyeTcs 3 nHdopmauum o Tebe B MHTEpHeTe.

TBOE MECTO XMTENbCTBA, y4ebbl, TBOE (PMHAHCOBOE NOMOXEHNE, OCOBEHHOCTN XapakTepa v pacckasbl 0 6r3kux
- BCe 3T0 HaKannnBaeTcs B CETU.

MHore noApOCTKM NErKOMbICIIEHHO OTHOCATCS K NyBnmkauum nuyHoii Hopmaummn B IHTepHeTe, He noHumas

BO3MOXHBIX MOCMEACTBUI. Thl AaXe HE CMOXElb 0raaateCs O TOM, 4To hoTorpacvsi, pasmelleHHas 5 net Hasaf,
cTana npu4MHoIi 0TKasa NpuHATL Tebs Ha paboTy.

KommeHTapum, pa3mellieHne TBonx dotorpacduii 1 aApyrue AeiCTBUS MOTYT He MCYE3HYThb iaxe NMocrne Toro, Kak
Thl WX yAanuuwe. Tbl He 3Haellb, KTO COXPaHMN 3Ty MH(OPMALWio, Monana f OHa B MOWUCKOBbIE CUCTEMbI 1
COXpaHWnach N1 OHa, @ [MaBHOE: YTO MOAYMAalT O TebGe OKpyXalolMe mMioAN, KOTopkle HaayT v yBUAST 3T0. Haiitn
MH(OPMALMIO MHOTO NET CrycTa (iM())KeT noboN - kak U3 oBPbIX NOBYXAEHWIA, TaK N C HAMEPEHNEM MPUYNHUTL BPes.
370 MOXET BbITb KTO YrofHO.
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OCHOBHbIE COBETHI MO 3aLUMTE LUPOBON penyTaumum:
1. Mopymaii, npexzae Yem 4To-To nybrmkosaTh 1 nepeaasats y cebs B Grore unu B coumansHoii ceTy;

2. B HacTpoikax Npohuns yCTaHOBM OrpaHNYEHNs Ha MPOCMOTP TBOEro NPOUNS 1 ero COAepPXNUMOro, caenan
€ro Tonbko "Ans apysei”;

3. He pa3meuuaii 1 He yka3biBai MHGOPMALIMIO, KOTOPasi MOXET KOro-nnbo ockopbnaTb unn obmkats.

Asropckoe npaso

CoBpeMeHHbIe LKOMBHMKM - aKTUBHbIE MONb30BaTENM LM(POBOTO NPOCTPAHCTBA. O/IHAKO Aaneko He BCe 3HaloT,
YTO MOMB30BAHME MHOTUMU BO3MOXHOCTSMM LIMGPOBOTO MUPa TPeByeT COBMIOAEHNs MpaB Ha WHTENNEKTyarbHyo
COBCTBEHHOCTb.

TepMUH "MHTeNneKTyanbHas COGCTBEHHOCTL" OTHOCUTCS K Pa3NyHbIM TBOPEHNSIM YENIOBEYECKOTO YMa, HauMHast
C HOBbIX M30GPETEHMIN 1 3HAKOB, 0GO3HAYAILIMX COBCTBEHHOCT Ha MPOAYKTHI U YCMYMW, W 3aKaHuMBasi KHUramm,
¢oTorpacpusiMm, KMHODUMEMAMU U MY3bIKaTbHBIMU NPOU3BEAEHNSIMM.

ABTOpCKME MpaBa - 3TO NPaBa Ha MHTENNEKTyarlbHylo COBCTBEHHOCTE Ha MPOM3BEAEHUS HAyKM, MUTEpaTypbl n
nckyccTea. ABTOPCKUE NPaBa BbICTYNAIOT B KAYECTBE rapaHTUi TOTO, YTO UHTENMEKTyarbHbI/TBOPHECKM TPYA aBTopa
He OyaeT HanpacHbIM, 1aCT eMy CMpaBe/NuBLIE BO3MOKHOCTM 3apaboTaTk Ha pesynbTaTax CBOEro Tpy/a, Nonyu1Ts
M3BECTHOCTE W MpU3HaHMe. HUKTO Ge3 paspelleHust aBTOpa He MOXET BOCMPOWM3BOAWTL €ro Mpou3BEfEHMe,
PacnpocTpaHsiTh, NyGNMYHO AEMOHCTPUPOBATL, NPO/ABATL, UMMOPTMPOBATHL, MyCKaTh B NPOKAT, MyGIMYHO UCTIOMHSATS,
NOKa3bIBATL/VCMONHATL B 3Ch1PE MnM pa3melaTs B iHTepHeTe.

Wcnonb3oBaHne "nupartckoro” nporpaMmMHOro obecneyeHusi MOXeT MPUBECTU K MHOTUM puUCKam: OT noTepu
[laHHBIX K TBOMM aKkayHTam 710 GrOKMPOBKM TBOETO YCTPOINCTBA, [Ae YCTaHOBNeHa HeneranbHasi nporpamma. He crout
Taioke 3abblBaTh, YTO CyLIECTBYIOT NeranbHbie 1 GecnnaTHble NporpamMMel, KOTOPbIE MOXHO HaWTH B CETU.
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0 noprane

CeTeBunHOK.pd) - TBOVA MaBHbIN COBETHMK B CETU. 34ECh Thi MOXELLb Y3HaTh O 6E30NacHOCTN B CETU NOHATHBLIM U
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[IOCTYMHBIM S3bIKOM, @ NPY BO3HUKHOBEHUM KPUTUHECKOM CUTYaLIN 0BPaTUTLCS 3a COBETOM. A Takke NPUHSTL y4acTie
B KOHKYPCaX 1 CTaTk CaMbIM LIM(POBBIM rPaXAaHUHOM!
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C KaXabiM rOfIOM MOMOAEXN B MHTEPHETE CTAHOBUTLCS GOMblUE, @ LWKOMbHUAKA OfHM M3 CamblX aKTUBHBIX
nonb3osarenen PyHeta. Mexay Tem, MOMUMO OrpOMHOrO KONIMYECTBA BO3MOXHOCTENA, MHTEPHET HECET 1 Npobnembl.
OTa namsiTka AomkHa noMoyb Tebe 6e3onacHo HaXoAUTLCS B CETU.

KoMNkIoTepHbie BUpYChI

KOMMbIOTEPHBIN BUPYC - 3TO paalI()BW:tHOCI’b KOMMBIOTEPHBIX NPOTPaMM, OTANYUTENBHON OCOGEHHOCTBI0 KOTOPO
SBNAETCH CNOCOBHOCTL K Pa3MHOXEHWIO. B [0NOMHeHMe K 3TOMY, BUPYChl MOTYT NOBPEAUTb WNMU MONMHOCTBIO
YHUUTOXUTb BCe (Dalnbl ¥ JaHHBIE, MOAKOHTPOMBHBIE NOMb30BATENIO, OT MMEHI KOTOPOrO Gbina 3anyllieHa 3apaxeHHas
nporpaMma, a Takke MOBPEAWUTL WNN AAXE YHUYTOXWTL OMEPaLMOHHYI0 CUCTeMy CO BCemu baiinamu B Lierom. B
GOMbLUMHCTBE Cry4aeB PacnpPOCTPaHSIOTCS BUPYChI Yepe3 MHTEPHET.

MeTozb! 3aLLMTLI OT BPEAOHOCHBIX MPOrpamm:

1. icronk3yi COBPEMEHHbIE ONepaLMOHHbIE CUCTEMBI, IMEIOLLNE CEPbE3HBIN YPOBEHD 3aLLMUTLI OT BPEAOHOCHBIX
nporpams

2. TOCTOSHHO yCTaHaBNMBal NayTyi (UMPOBbIE 3aNMAaTKX, KOTOPbIE ABTOMATU4ECKN YCTAHABNMBAKTCS C LiEMbIO
AopaboTkn nporpammbl) 1 Apyrie 0BGHOBNEHNA CBOEI ONepaLoHHOI cuCTeMbI. Ckaumnsail UX TOMbKO C 0hULIManbHOMo
caiita paspabotunka OC. Ecnu CyLLecTByeT pexum aBTOMaT4eCKoro OGHOBNEHNS, BKITIOUM €ro;

3. PaboTain Ha CBOEM KOMMbIOTEPE NOA Npasamy MOMbL30BaTenNsi, a He agMuHUcTpaTtopa. OTO He No3BONUT
6OMbLUMHCTBY BPEAOHOCHBIX MPOrPaMM UHCTANNMPOBATLCA Ha TBOEM NEPCOHANLHOM KOMMbIOTEPE;

4. Vcnonk3yit aHTUBMPYCHblE MPOrPaMMHbIE MPOLYKThI M3BECTHbIX MPOM3BOAUTENEN, C aBTOMATUHECKUM
obHoBneHvem 6a3;

5. OrpaHnyb r3N4EcKnin OCTYN K KOMMbIOTEPY ANA NOCTOPOHHNX MNLL;
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6. Vicnonb3yit BHELHME HOoCUTENn MHCopMaLIMK, Takve kak reluka, AUCK unm aiin u3 MHTepHeTa, TOMNbLKO 13
NPOBEPEHHBIX NCTOYHUKOB;

7. He oTKpbiBai KOMNLIOTEPHbIE (haiinbl, NONyYeHHbIE N3 HEHAAEXKHbIX MCTOYHMKOB. [laxe Te (ainbl, KoTopble
npucnan TBoW 3HaKOMBbIiA. JTyulue yTO4YHW y HEro, OTNPaBnsan fn oH Tebe ux.

Cetu WI-FI

Wi - 3TO He BWA Nepeaayy [aHHbIX, He TexHororus, a Bcero nuwb OpeHa, mapka. Ewe B 1991 roay
HuWaepnaHackas KomnaHua 3apeructpuposana Gpesa "WECA", yto obosHauano crnosocodetaHue "Wireless Fidelity",
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KOTOpbIi1 NepeBoAnTCS kak "6ecnpoBoaHas TOYHOCTL".

Mo wHawero BpemeHu powna [pyras aGOpesuatypa, KoTopas SBMISIETCS Takod e TexHonorven. 1o
abbpeswnatypa "Wi Takoe Ha3BaHue ObiNo AaHO C HAMEKOM Ha CTaHapT BbICLLE 38YKOBO TexHukn Hi-Fi, 4to B
nepeBo/ie 03HaYaeT "BbICOKAs TOYHOCTL".

[Ma, 6ecnnaTHblii NHTEPHET-A0CTYN B Kade, OTenAxX 1 asponopTax ABMAETCs OTIIMYHON BO3MOXHOCTLIO BbiXOAa B
VHTepHeT. Ho MHorve aKcnepThbl cYMTaroT, 4To obweaoctynHeie Wi-Fi cetn He saBnsioTcs 6e3onacHbIMU.
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Cosertbl no 6esonacHocTv paboTbl B 06weaocTynHbix cetax Wi-fi:

1. He nepenasaii CBOI0 NuHy0 nHcbopmaumio yepes obuweaoctynHelie Wi-Fi cetn. PaboTtas B HUX, xenaTtensHo
He BBOAWTE Naponu OCTYNa, NOrMHBI 1 Kak1e-To HoMepa;

2. Vcnonb3syin 1 0BHOBNAN aHTMBMPYCHbIE MporpaMmbl u GpaHamayep. Tem cambim Thi o6esonacuwb cebs ot
3aKauku Bupyc? Ha TBOE YCTPOWCTBO;

3. Mpu uncnonb3osannn Wi-Fi otknioun yHkumo "O6wmii goctyn k aitnam v npuHtepam”. [laHHas dyHKums
3aKpbITa M0 yMONYaHuio, OIHaKo HEKOTOPbIE NOML30BATEN aKTUBMPYIOT €e Ans Yao6CTBa UCNonk30BaHMs B pabote
vnu yuebe;

4. He ucnonbayi ny6nuunbin WI-Fl ans nepeaayn nuyHbIX AaHHbIX, HaNpyUMep Ans BbIXOAa B COUMarnbHbIe CeTh
VN B 3MEKTPOHHYIO MOYTY;

5. icnonb3yii TONbKO 3alumieHHoe coeanHeHne yepes HTTPS, a ve HTTP, T.e. npu Habope Be6-agpeca BBoau
umeHHo "https://";

6. B mobunbHoM TenedoHe OTKM4M yHkumio “Toakniodenne k Wi-Fi aBTomatudecku”. He ponyckan
aBTOMaTM4YECKOro NOAKMIYEHNs ycTpoiicTea k cetam Wi-Fi 6es TBoero cornacus.
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CouuankHsie cet

CouuarnbHble CeT aKTMBHO BXOAAT B Hally XM3Hb, MHOTVE Mioav paGoTaloT M XWUBYT Tam MOCTOSIHHO, a B
Facebook yxe 3apernctpuposaH Munnmapa HenoBek, YTo SBMSETCA OAHOM CEAbMON BCEX XuTeneii nnaHeTsl. MHorve
NOMb30BaTENN HE MOHMMAIOT, YTO WH(OPMALNS, PasMELLEHHAs MU B COUMAmNbHBIX CETSX, MOXeT ObiTb HallaeHa W
MCroNb30BaHa KEM YroaHO, B TOM YMCTIE He 06S3aTeNbHO C BnarimMm HaMepeHNsMA.

OCHOBHbIE COBETBI M0 GE30MACHOCTY B COLMANbHBIX CETSX:
1. OrpaHuyb cnncok Apysen. Y 1ebs B Apy3bsx HE AOMKHO ObiTb ClyHaiHbIX M HE3HAKOMBbIX NIOAei;

2. 3awmwan cBOI YaCTHYI0 X13Hb. He ykasbiBai naponu,r'ened)oﬂu, agpeca, AaTy TBOEro POXAEHUS 1 APYryio
NINYHYI0 MHEOPMALMIO. 3MOYMBILLNEHHMKM MOTYT UCMOMb30BaTh Aake MH(OPMALMIO O TOM, Kak Tbl U TBOW POAUTENM
nnaHupyeTe NPOBECTY KaHMUKYTbI;

3. 3awmwaii cBOK penyTauMio - AEPXKU €e B 4MCTOTe M 3aaasaii cebe Bompoc: xoTen Obl Thi, Y4TOOLI Apyrre
Nonb30BaTENN BUAENHW, YTO Thi 3arpyxaelub? Moaymal, npexae YeM YTO-To ony6nMKoBaTh, HANKCaTb U 3arpy3uT

4. ECnv Tl TOBOPULIL C TMIOABMM, KOTOPbIX HE 3HAEllb, HE WCMOMb3yl CBOE PearnbHoe UMSt U APYTYK NUYHY0
MH(OPMALIMN: UMSI, MECTO KUTENLCTBA, MECTO Y4ebbl 1 npoyee;

5. U3berai pasmelueHus cotorpacduit B UHTEpHeTe, rae Tbl M300paXeH Ha MECTHOCTW, MO KOTOPOW MOXHO
onpeaenuTL TBOe MECTOMOMOXEHNE;

6. Mpu perucTpauun B COLMAnNbHON CETU HEOOXOAMMO WCMOMNb3OBaTh CMOXHLIE Maponu, coctoswme u3 Gyks n
umcbp 1 C KOMMYECTBOM 3HAKOB HE MeHee 8;

7. ins coumanbHoON CeTU, MOYTLI M APYruX CainToB HEOBX0AMMO NCNONb30BaThL pasHbie naponu. Toraa ecnm Tebs
B3IOMAIOT, TO 3M0YMBILLNIEHHNKN NOMyYaT AOCTYN TOMBKO K OHOMY MECTY, @ He BO BCE Cpasy.

3NeKTPOHHLIE AeHbIM




